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Stream cipher

» Each bit/byte of the clear message is encrypted with a new key

called the keystream.

» Keystream is a sequence of bits generated from the symmetric key
(K).




Stream cipher

» To generate a keystream we use a pseudo-random generator (PRG).
» The size of the generated key is equal to that of clear text.
» To encrypt a message, we use the principle of one time pad (OTP).
» Encryption function:

> ¢ =E;(m)=m; Ds;
» Decryption function:

» m; =D (¢;) =¢; D s;




Stream cipher
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Stream cipher: Example

- Example:

- Plaintext (m): 01010011 01000001
- Keystream(s) =01110111 01110111

- Encryption:

01010011 01000001

D
01110111 01110111

0010010000110110




Stream cipher

» Importance of stream ciphers:
» It is very fast.
» Easy hardware and software implementation.

» It is suitable for real-time applications.

» Limitation:

» Error propagation problem (synchronization).




Stream cipher

» RC4, used in particular by the protocol WEP to secure wireless

networks.

» A5/1,used in mobile phones of the type GSM to encrypt radio
communication between the mobile phone and the nearest

cell tower,
» EO,used by the protocol Bluetooth.
» Others:

FISH - Helix-ISAAC-LEVIATHAN-MUGI-Panama-SEAL-SOBER-WAKE




Block Cipher

Principle:

1. The message is divided into blocks of constant size,

2. The key is used to encrypt each block.

3. Each block is encrypted independently of the value of the other
blocks.

4. It uses: substitution cipher (confusion) / transposition
(broadcast)/ product (more robust).

Substitution Permutation
= s s
0 L
o g s - -
1 1 P P
1 1
1 L
0 0




Block Cipher

» C. Shannon proved that the combination of confusion and

diffusion provide adequate security.

» Confusion (5-Box): hide the relationship between the plaintext

and the ciphertext.

» Distribution (P-Box): hide the redundancy by distributing the

influence of one key bit over the entire ciphertext.

— s s - == S

s s — =
P P

_ s s E—- =

_] s s > =




DES (Data Encryption Standard)




Feistel cipher structure

= The length of the input is 2w (bits),
that of the key is K.
= Divide the input into 2 halves L, .4 R,

= For each round, we calculate the new,
L, and R;.

Li= Ri.q,

Invented by Horst Feistel in 1973 (IBM).

Plaintext (2w bits)

w bils whbits Ry

Round 1 o .

.

Ciphertext (2w bits)




DES (Data Encryption Standard)

» Designed by IBM in 1973.
» DES adapted as a standard in1977.
» DES was the official algorithm of the US administration until 1999.

» DES is based on the encryption of Feistel, slightly modified with the
alphabet {0,1} and the length of blocks 64.

Plain block Cipher block

babit — ormE > 4Dt

64-bit key
(56 bits) >




DES (Data Encryption Standard)

64-bit plain block

Initial Permutation
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» Example block:

133457/99BE CDF-1
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DES (Data Encryption Standard)

64-bit plain block

e
g .
! ! Subkey calculation
Median calculaion (16 ronds) <j> _
(56 bits)
¥

64-bit encrypted block
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DES: Initial Permutation

» The 64 bits of plaintext are subjected to the initial permutation (IP)
to produce the ciphertext according to the following table:

TS =10 42 S 26 18 100 2
G o s S5 23 20 12 <
G S ] G15; =0 P 14 &
Gt ] J < S22 2 16 &
= 44 1 =3 250 17 e 1
o4 o1 43 25 27 19 11 =
o1 o3 5 a7 29 21 1= o
3 S5 47 =4 31 23 15 B




DES (Data Encryption Standard)

64-bit plain block

et

Initial Permutation
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Final Permutation

64-bit encrypted block




DES: Median Calculation

> Li = Ri-l

» Ri= Li1®F(Ri.1,K))

> Ki = G(K,i)




DES: Median Calculation

Expansion/Permutation (E table):

» Calculate the development function E:

2 =

32-bit> 48 bits. = 0

& = 10

12 13 14

» Some bits of the input are duplicates. | 17 18
=20 =21 22

2 =5 25

258 29 =0

» Next, E(R)®K is calculated and the result is divided into 8 Bi blocks
of length 6, giving:

E(R)®K = B,B,B,B,B.BBB,
With Big{0,138




DES: Median Calculation

mm Details of function F:
e .‘%2‘““"5 | R (32 bits) |
| :E- | E(R)®K | imalt-im: I
B, B, B, B, B. B, B, B,
Il IIE |l ! I! i ! Ilg
() (%) () (%) () (5) () (s
| I L | I |
¢, ¢ C Cl::acf, ¢ C
| 32 bits |

E: Expansion,P: permutation



DES: Median Calculation

1
1
I
1
1
1
1
1
1
1
]
1
1
1
Substitution/choice !
(S-box) '
1
1
1
1
1
1
1
1
]
]

Lignes . . Colonoes '
P2 . . . |%[“|ﬂ]]m [4T TI51 181 [T71 [ (%] J190 1000 [(01] [ITTZ) [(13] [(14] (i3]
y ° - . . &
Pmnut)ntion SUbStItUtlon/ChOICe (S BOX) 0] J[14]4[13 1-1}1 IS8 [30]6 [1Z][5 ]9 07
. I jefis; T 44231 ffaja]12]1Ife [5]3]s
W il -In the next stage, 8 functions are R A ARLSEN (L AL AL LI IR MR L AR RE
3 qfrsfzsjafl4foafi]7su[3 4]0 |6 |13
L} : 3.2 -
Used 0] [isfr]sJuaflaia[a[a[9[7] 2 13120 |5 |I0
T [Fla|a| 75z (s @iz[0] 1 [w| & |9 |11 3
. 6 — 4 Ol EAI ALY I EN RN N AN AT
Si' {O’l} {0’1} 3] 13&1&1%3154 EEHE T 0 5 (149
= 51_.
|: 18 [N EEEERE) R ERE NEIEIER BEEEREFRE
1 7 jojef3la]eto]z St nEli
. EHEEIERERER ERIEE 2 f1rjfs[wiisd |7
They are called S-box: ST Ho o Te s T s S e
. . . 4
— I EREE 3
*We calculate Ci = Si (Bi), ] ii SN R ’;f'iii T T
7 ||10] & 0 |1z G153 (@[5 [Z]& |4
IERERERER HENERERERNE IR R
For b,b,b;b,b:b~> — 1 ||
. 0] (2[4 17 w6 [8[5]3 [I5]]13 0 [i1a]%
b1b69 ||ne N 4]z 247 3|15 0]15 [0 Ha BRI
NEN EXF N SR ER I N A R ER L
b2b3b4b59 Column 3 [ sET 0 (142 13.&45 15] 0 .9 I 4135
b . W 2]l [W0[E[e 26 s 0]
° - 1 fisjalz|f7vliz{ots|all
We O talnS. EEE S sﬂz B |12 3H-.r 0
_ 3] (452w |5 [5[w][i1 |14
j— Ay
C C1C2C3C4C5C6C7C8 BN P LR R R
: . 1 [[13] 0
It is a binary sequence of length 32 AT e v e o s
. (N IEBEIEI NI ERE
Sy
b|tS. Kl EEBEEOREDDIE
1 HIEEHEIRIDMEEEIIEE
I JT T eEjElz]0]e
I FIENEIEE EREOERE L




DES: Median Calculation

Example:
We want to calculate C,=? S,(B,)
Given B,=001001
b,b,b;b,b:b,—>011001
b,bs,=>» Olline (1)
b,b;b,b:=» 1100column (12) l

G l‘:I 3 '15 m n;":z:; F‘ 130 io] & 1 50
" 2] a 3 & 1 0
31 15"""1_‘2‘{'% 2 14 S = 1 7 S jia3 3 13 10 ‘o
*We obtain:

C,= 9 =1001




DES: Median Calculation

» Permutation (P)
» The permutation P is applied to the bit sequence C.
» Function P: 32-bit permutation

e 7 0 2 9 12 8 1
1 A S s R £ N |
/ g 4 14 32 23 J
9 13 30 6o 2 1l 4 D

» At this point, we obtain the cryptogram F(R;_{,K;)




DES: Median Calculation
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DES (Data Encryption Standard)

64-bit plain block
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64-bit encrypted block




DES: Final Permutation

» According to the table PI-' (the Inverse Permutation of
the initial permutation):

40 g 48 16 26 24 64 32
39 7 47 15 23 23 63 31
38 6 46 14 24 22 62 30
37 3 43 13 23 21 61 29
36 e el 12 22 20 60 28
33 3 43 11 o1 19 29 27
34 Z 47 10 o0 13 28 26
33 1 41 9 49 17 a7 23

» The result obtained is the encrypted block.




DES (Data Encryption Standard)

64-bit plain block
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Final Permutation

64-bit encrypted block
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DES (Data Encryption Standard)

» The key has a length of 64 bits, (i.e. 8 characters), but only
56 bits are used (in the algorithm).

» The number of possible DES keys is 2°6= 7.2*1016




Algorithm for calculating the key G(K, n)




Algorithm for calculating the key G(K, n)

The calculation takes place in 4 steps:

056-bit reduction: we use the function PC1:
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Algorithm for calculating the key G(K, n)

® Division into 28-bit subkeys: the result of the
previous step (56 bits) is divided into two 28 bits
subkeys.

©®Key rotation: At each round, the left rotation
function is applied by 1 or 2 bits for each 28-bit

subkey according to the following table:

Round | 1 2l 3 4 5 6 7 81910 11 12 13 14 15]16
nUMber

Bits |1 1|2 2 2 2 2 2|12 2z z 72 2 2|1
rotated




Algorithm for calculating the key G(K, n)

oReduction: After concatenating the two previous
subkeys, the function is applied PC2 to reduce the 56-
bit subkey to a subkey 0f48 bits:

13 (T N | A
The result of this reduction is the | S 4 7

subkey K. added with E(R, ,). i I Y

1l bhono 4 H
3 ¥oodb 4 A




DES: Decryption

» We apply the same algorithm but we simply reverse the

steps.
» For the Feistel structure, we use:
» Ri=1L

» Li1= R®F(R;,K)




DES Cryptanalysis

» Differential cryptanalysis (1991, 247)
» Linear cryptanalysis (1994, 243)
» DES has weak keys.

» Exhaustive search (2°°)




DES CryptanalysisWeak keys

» The keys that are considered weak keys in DES are:
» 0101010101010101
» FEFEFEFEFEFEFEFE
» EOEOEOEOF1F1F1F1

» 1F1F1F1F OEOEOEOE

» Solution:These keys should be avoided during the key

generation phase.




DES Cryptanalysis: Exhaustive Search

» In 1999,distributed.net and DeepCrack were able to break
the key by 22 hours and 15 minutes.

Cracking DES)
secrets of
Encryplion Research,

Wiretap Politics
& Chip Design




Triple DES (3DES)

» It is developed by W.Tuchman (IBM) in 1999.

» It applies three successive operations of the DES cryptosystems
using different keys.

E(k3)D(k2)E(k1,m)))°

Chiffrement:

P— E ——-h-i——-h-E——-E

Déchiffrement:

el




Triple DES (3DES)

» There are two versions:

» K,=K;k, 112 bits key space K;= K; 168 bits key space.
Chiffrement: K, K. K, Chiffrement: K, Ka K,
v v v v
P—»E A, p By g _—wc P— g A4 p By _ac

Deéchiffrement: Déchiffrement:

Thbh s L




Triple DES (3DES)

» Features:
» The key length is increased.
» It resists all the known attacks (brute force, analytical, differential).

» It is slower than DES because the operations are tripled.




Quiz

» Stream ciphers use the principle of:
» Structure of Feistel
» One time pad
» Frequency analysis
» No response correct
» The possible key sizes in 3DES are:
> 112
» 128
» 168
> 64
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