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•Level:3rd Year Bachelor's Degree in Computer Science (SI+ISIL)

•Objectives of teaching: This subject allows students to acquire skills to ensure 

the security and proper functioning of computer systems.

•Unity: UEF1

•Credits: 5

•Coefficient: 3

•Evaluation method: TD 40%  Exam 60%

•TD: Interrogation: 10, Attendance : 5, Participation: 5
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Computer Security



Content

 Basic concepts of security

 Classical Cryptography

 Modern Cryptography: symmetric

 Modern Cryptography: asymmetric

 Hash functions

 Digital Signature

 Digital Certificat

 Threats in computer science

 Methods of defense 3



Relationship of this course with other

courses
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Sécurité Informatique

(3L)

Sécurité 
multimédia

M1RTIC

Administration et 
sécurité des 

réseaux 

M2RTIC

Sécurité des 
applications web

M1RTIC M1SIGL



Motivation
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Motivation
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Link

https://link.springer.com/book/10.1007/978-1-4302-6383-8
http://link.springer.com/openurl?genre=book&isbn=978-3-319-55606-2
http://link.springer.com/openurl?genre=book&isbn=978-3-642-04101-3
http://www.google.com/url?q=http://www.cacr.math.uwaterloo.ca/hac/&sa=D&sntz=1&usg=AFQjCNHlqX7X953Q7sz55s4rN-e744-U2A


Webography

 The Foundations of Cryptography

 Computer Security and Cryptography at MIT Open Course Ware

 An Introduction to Information Security

 Computer Security and Networks

 Network Security Open Learn

 Pierre-Louis Cayrel's website

 Course and tutorials For learn the security computer science(Fr)

 PascalBoyer, Cryptography (presentation)
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http://www.google.com/url?q=http://www.wisdom.weizmann.ac.il/~oded/foc-book.html&sa=D&sntz=1&usg=AFQjCNEWyZuwS4g2YOHxp6FnBTVGXKpvGQ
https://www.google.com/url?q=https://ocw.mit.edu/courses/find-by-topic/
https://www.google.com/url?q=https://csrc.nist.gov/publications/detail/sp/800-12/rev-1/final&sa=D&sntz=1&usg=AFQjCNFUbGxqu3QPW-UpkaSkByyPy_73cw
https://www.google.com/url?q=https://www.coursera.org/browse/computer-science/computer-security-and-networks&sa=D&sntz=1&usg=AFQjCNFtz-WG-s4ydM1fO6W3LNwtlW9hXQ
https://www.google.com/url?q=https://www.open.edu/openlearn/science-maths-technology/computing-and-ict/systems-computer/network-security/content-section-0?active-tab=content-tab&sa=D&sntz=1&usg=AFQjCNFSwPS1Ow5qdb7tzWE5Ri-lA1tAOA
http://www.google.com/url?q=http://www.cayrel.net/?Cryptographie&sa=D&sntz=1&usg=AFQjCNGse58k13vJz65Bl1feOJt_SOUH8Q
https://www.google.com/url?q=https://securite.developpez.com/cours/&sa=D&sntz=1&usg=AFQjCNGBHUpt6peVm4Ssx1AdFh8hD_thYw
https://www.math.univ-paris13.fr/~boyer/enseignement/cours-crypto2013.pdf


CrypTool 2 Platform

 CrypTool 2 is an open source e-learning Platform of cryptography and cryptanalysis.

 It is developed using C++, C#, and Java.

 More than 400 algorithms implemented.

 Downloading the CrypTool 2:

https://www.cryptool.org/en/ct2/
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YouTube videos

YouTube channel:https://www.youtube.com/channel/UC8_FqvQWJfZYxcSoEJ5ob-Q
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