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)
fhat is a Networdglfiverabilty

e A network vulnerability is a weakness or flaw
in a network's hardware, software, protocols,
or security policies that an attacker can exploit

to gain unauthorized access, disrupt service,
or steal data.



)

CERLLT | I

In computer security, a vulnerability or flaw is a
weakness in the computer system that allows
an attacker to compromise the confidentiality,

integrity, and availability of data or IT
resources.



T) etwork Vulnerabilitie

Unpatched Software: Failing to apply security updates.

Misconfigurations: Default passwords, open ports, poorly
configured services.

Weak Network Architecture: Lack of segmentation, flat
networks.

Insecure Protocols: Using unencrypted services like Telnet or
FTP.

Human Factor: Phishing, poor password hygiene



1)Vendor Security Advisories

1) Format: Technical bulletins from software/hardware vendors
2) Examples: Microsoft Security Bulletins, Cisco Security Advisories

3) Content: Affected versions, impact, workarounds, patches

2)Cert advisories

1) Source: Computer Emergency Response Team Coordination Center
2) Authority: Government-backed technical analysis

3) Focus: Critical widespread vulnerabilities



D
. W

1)3)CVE : The Common Vulnerabilities and Exposures (CVE) system was created
by The MITRE Corporation ,

2) The CVE catalog is more like a dictionary than a CVE database. It provides one
name and one description for each vulnerability or exposure

CVE Website:

4)NVD (National Vulnerability Database) NVD: Enhances CVE data
with:

CVSS severity scores
Patch information
Impact ratings

Search capabilities


https://cve.mitre.org/

T_
N \| /

CVSS (Common Vulnerability Scoring System): A framework
for rating the severity of vulnerabilities (e.g., CVSS 9.8 =
Critical).

Zero-Day Vulnerability: A flaw unknown to the vendor, with
no available patch.



. Computer Emerge sponse Team (CERT)

Computer Emergency Response Team (CERT) is an expert group
that handles computer security incidents by detecting,
responding to, and preventing cyberattacks. These teams, also
known as (CSIRTS),
provide guidance, share information, and help organizations or
communities improve their cybersecurity posture through both

proactive and reactive measures.


https://www.google.com/search?client=firefox-b-d&sca_esv=dd9115a17757454c&cs=0&q=Computer+Security+Incident+Response+Teams&sa=X&ved=2ahUKEwjS_Y_wvKWQAxXnVKQEHfJBOq8QxccNegQIBBAB&mstk=AUtExfD7qzB7zv5v1jnr5j4BYBwKMqRcYJjNm3lNTy5YfNLSdiV_cVhg8PJftJip8J5_RWdmBcqU1vMNd2EphnAJPLAkHXg5ptEooiPYeHYSxYZj1EsIAHwAjvoq8qdY436YOH_Stix5PmRwKRh5BIFlgd4drHUr4Dkbmo-hiBykZN9LixI&csui=3

. Computer Emerge sponse Team (CERT)

vw.qcert.org v Q%

CAREERS COMNTACT US

Q-CERT

HOME  ABOUTQ-CERT  PROJECTS  SERVICES  LIBRARY  MEDIA  INFOSEC COMMUNITY

E




Computer Emerge sponse Team

¢ Q‘ (@ B https:/fwww.educert ma/index.php/form-contacthtm

EDUCERT

Security Incident Response for Education

HOME  SERVICES ~ CONSTITUENCY  POLICIES CONTACT  SECURITY ALERTS  ADVISORIES

You are here: Home /f Report an Incident

SECURITY NEWS

To Report a Security Issue, please fill in the form above:
Cisco SocialMiner Cross-Site
Seripting Vulnerabili...
| A valnerability n the web-based
| management inferface of Cisco Sociallmer
could allow an mauthenticated, remote
E-mail* | attack
|
|

First Name*

Last Name*

2 dayzago

Phone Number

Ciseo Wireless LAN Controller
Software Privilege E..

University/Insitution®

Please provide a short A vulnerability in the authentication and

L .. authonzation checkng mechamsms of Cisco
dest:_rlptlonkof the incident Wireless LAN Controller (WLC) Softw...




Computer Emerge

sponse Team

us-cert.gov,

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM

HOME ABOUT US CAREERS

Control System Users

Information for industrial control systems
owners, operatorg, and vendors.

Government Users

Resources for information sharing and
collaboration among government
agencies.

Home and Business

Information for system administrators
and technical users about latest threats.

PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES VP

Alerts
Alerts provide timely information about current secunity issues, vulnerabilities, and exploits. Sign up to receive these
technical alerts in your inbox or subscribe to our RSS feed

2018 12017 2016 | 2015 | 2014 | 2013 | 2012 | 2011 | 2010 | 2009 | 2008

s AA18-284A © Publicly Available Tools Seen in Cyber Incidents Worldwide

» TA18-2768 : Advanced Persistent Threat Activity Exploiting Managed Service Providers

o TA18-276A - Using Rigorous Credential Control to Mitigate Trusted Network Exploitation

» TA18-275A - HIDDEN COBRA - FASTCash Campaign

o TA18-201A - Emotet Malware

+ TA18-149A - HIDDEN COBRA - Joanap Backdoor Trojan and Brambul Server Message Block Worm
« TA18-145A : Cyber Actors Target Home and Office Routers and Networked Devices Worldwide

In @ B




Computer Emerge sponse Team

cert.ssi.gouv.fr

N CERT-FR

25 octobre 2017
16 octobre 2017
16 octobre 2017
18 septembre 2017

14 avril 2017

Centre gouvernemental de .
veille, d'alerte et de réponse ACCES AUX PUBLICATIONS ~  ARCHIVES ~

aux attaques informatiques

CERTFR-2017-ALE-016

CERTFR-2017-ALE-014
CERTFR-2017-ALE-015
CERTFR-2017-ALE-013
CERTFR-2017-ALE-008

ALERTES DE SECURITE

Les alertes sont des

Campagne de rancongiciel Bad Rabhit

Vulnérabilité dans le protocole WPA/WPA2
Vulnérabilités dans la hibliothéque Infineon RSA
Présence de code malveillant dans Piriform CCleaner

Multiples vulnérabilités dans Microsoft Windows XP et Windows Server 2003

CSIRT ~ CONTACT ~ APROPOS

Alerte en cours

Alerte en cours

Alerte en cours
Cloturée le 09/10/2017

Cloturée le 06/09/2017

VOIR TOUTES LES ALERTES »
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¢ Installation du rancongiciel Bad Rabbit et chiffrement des données

SYSTEMES AFFECTES

¢ Tous les systémes d'exploitations Windows peuvent étre victimes de ce logiciel malveillant.

RESUME

Le 24 octobre 2017, le CERT-FR a constaté une vague de distribution de rangongiciel, Bad Rabbit, principalement localisée en Russie et dans des pays d'Europe
de I'Est.

Bad Rabbit partage des portions de code avec Petya et NotPetya. Pour rappel, NotPetya a infecté de nombreuses machines en juin 2017.

Cependant, dans les cas constatés d'infection initiale, Bad Rabbit n'exploite aucune vulnérabilité pour s'installer. Des sites légitimes compromis ont servi un script
javascript redirigeant les utilisateurs vers un serveur contrdlé par I'attaquant. De 14, l'attaquant a incité les utilisateurs 4 installer le maliciel en se faisant passer pour
une mise i jour Adobe Flash Player. Si I'utilisateur a explicitement accepté, le fichier install flash playerexe était téléchargé. Dans les cas observés, l'utilisateur

devait alors manuellement lancer 'exécution de ce binaire. Ensuite, si l'utilisateur possédait les priviléges administrateurs, la machine était considérée infectée.

Install flash_player.exe dépose sur le disque C:1Windowslinfpub.dat et |'exécute par le biais de rund/[32.exe avec les arguments #1 et 15. #1 est I'ordinale de la
table d'export servant de point d'entrée et 15 le nombre de minutes avant de lancer la procédure de chiffrement du disque. Infpub.dat crée deux tiches planifiées.
La premiére est chargée de lancer discpci.exe, dont le réle est de modifier le Master Boot Record (MBR), afin de pouvoir afficher la note de rangon au prochain
démarrage. Discpci.exe communique aussi avec le pilote de DiskCryptor (ici cscc.dat), un logiciel de chiffrement disponible en source ouverte. La dewxiéme tiche
planifiée sert & redémarrer le systéme et effacer certains événements des journaux. Aprés au plus dic-huit minutes (15 plus 3) , la procédure de chiffrement des
fichiers avec des extensions choisies se lance. Contrairement & NotPetya, il semblerait techniquement possible de pouvoir déchiffrer les fichiers une fois la clé AES

récupérée. Bad Rabbit tente également de récupérer des mots de passe administrateurs en mémoire avec une variante de Mimikatz.



Vulnerabilit

t example

vw.cert.ssi.gouv.fr

3 novembre 2017

3 novembre 2017

2 novembre 2017

2 novembre 2017

2 novembre 2017

2 novembre 2017

2 novembre 2017

31 octobre 2017

CERTFR-2017-AVI-391
CERTFR-2017-AVI-390
CERTFR-2017-AVI-369
CERTFR-2017-AVI-368
CERTFR-2017-AVI-367
CERTFR-2017-AVI-366
CERTFR-2017-AVI-385
CERTFR-2017-AVI-384

AVIS DE SECURITE

LES 8N SanT 085 00

Multiples vulnérabilités dans OpenSSL

Multiples vulnérabilités dans le noyau Linux de SUSE
Multiples vulnérabilités dans les produits Cisco
Vulnérabilité dans WordPress

Vulnérabilité dans Fortinet FortiClient

Vulnérahilité dans MongoDB

Multiples vulnérabilités dans les produits Apple

Multiples vulnérabilités dans le noyau Linux d'Ubuntu

I
FREEE B Il Ml A AT R T BT

2 O V= V= = = I A A =

VOIR TOUS LES AVIS »




ilities found?

* Operating System

 Web Applications

* Database

* Business Applications

e Software and Software Packages
 Embedded Systems (planes, cars, etc.)
* Networks ...



rabilities

1.Software Vulnerabilities

Buffer Overflow: Writing data beyond allocated memory, leading to code execution.

Injection Flaws: SQLi, XSS, or OS command injection.

Misconfigurations: Default passwords, open ports, or exposed databases.

2. Hardware Vulnerabilities

Spectre/Meltdown: CPU flaws allowing data leaks via side-channel attacks.

Mirmware Vulnerabilities: Exploitable bugs in device firmware (e.g., routers, l1oT devices).

3. Human-Centric Vulnerabilities

Weak Passwords: Easily guessable or reused credentials.

Social Engineering: Exploiting human trust (e.g., phishing).

4. Network Vulnerabilities

Unencrypted Communication: Data transmitted in plaintext (e.g., HTTP).

Outdated Protocols: Use of deprecated protocols like SSLv3 or Telnet.



authors

Very often by vulnerability researchers
* Professionals

—Team from major IT security companies

—Symantec, Kaspersky, ISS, Rapid7 ...
eCyber army

e|ntelligence agencies



[ Vunerabifaunors

* Independent
— Field of research on par with others

— Source of financial revenue

— Example
* Hacked Google Chrome for $60,000

— Software publishing company



Vulnerability d

* Reverse engineering

— activity that involves studying an object to determine
its internal workings or manufacturing method.

 Stress test

— Fuzzing is a technique for testing software. The idea is
to inject random data into the inputs of a program. If
the program fails (for example, by crashing or
generating an error), then there are defects to
correct.

* Code audit
— Direct acquisition of the code
— Acquisition of code through decompilation

— At this stage, use specialised tools for specific
research



( After vul Wility discovery

Inform the software publisher

e|nform the organisation responsible for the
resource

eInform the local CERT
e Assist with the correction

e Await the advice or security bulletin to be issued
by the publisher, along with the patch if possible

e Await the thanks or financial reward



‘ VERY: after a discovery?

* Publication without a patch

Publication without informing the owner of
the resource

ePublication of an exploit
Programme enabling the exploitation of a
vulnerability (the favourite of script kiddies)
—Exploitation by worms and malware
eE.g. Sasser, Nimda, Stuxnet ...



africacert.org

AfricaCERT

BURKINA-FASO
Centre de Cybersécurité du Burkina Faso

Our Latest Tweets

aboration d'un plan national de :yzersecurité

égie Nationale

La Cyberstri

CAMEROON

LEGISLATION

Cote dveire Computer Emergency Response Team

Stratégie nationale de cyber sécurité




Referencing vulnerabilities

QU SOMMES-NOUS ?
SERVICES
DOCUMENTATION
OUTILS DE SECURITE

ACTUALITES

Veus stes 303 - Accusl — Avis de secunt= — Vulneralulites — Detals
MAILING LIST DU CI-CERT

VULNERABILITE DANS CisCOWORKS PRIME LAN MANAGEMENT

Rérérence

INCIDENTS
Déclarar un incident informaticue

Déclarer un cas de cyberescroqusria ) DG
sufler voire dossie ysteme(s) affecie(s)
Versians antérieures 2 Cisco Prima LAN Managemant 4 2

SURVEILLANCE SITE WEB

entrez vwetre ur ..

Analyse delaillée
Une viindrabilité 3 61¢ corrighe dans Cisco Prime LAN Management Ele conceme une vulnérabilté Apache Tomcat parmettant
a un sltaguant de falsifer des requeles AJP o ainsi d'obiens des niormabions sensibles

- SOiUTION
Documentation ;
Bullstin de sécunté Crsco LMAZREL

LIENS RAPIDES

Quelques chiffres sur les atlaques




Referencing vulnerabilities

< _SecurityFocus ~

Symantec Connect SIS & =
A technical community for Symantec custome rs,

Join the conversation »

Vulnerabilities
Pligg CMS "status’ Parameter SQL Injection Vulnerability
<com/bid/51273

eZ Publish 'ezjscore’ Module Cross Site Scripting
vulnerability

http:/wwin
Galette "picture.php' SQL Injection Vulnerability
http:/fwww.securtyfocus.com/bid/

YWW.Se( yiocus . |

SPIP Multiple Unspecified Cross Site Scripting
Vulnerabilities

Linux Kernel 'Clone()’ Function "CLONE_10" Flag Multiple
Denial Of Service Vulnerabilities

» Search all vulnerabilities

w About  » Conback

velopers, and partners.”

Linux kernel fcaps Local Security Bypass Vulnerability
wrrw.securtytocus, com/bid/ 53166

Linux Kernel Hugepages CVE-2012-2133 Local Denial
of Service vulnerablility

http://www.secuntyfocus.com/bid/ 53233

Linux Kernel 'journal_unmap_buffer()' Local Denial of
Service Vulnerability

. securityfocus.com/bid/ 51945

Opera Web Browser 11.62 prior Multiple Security
Vulnerabilities

focus.com/bid/52731
WordPress Multiple Remote Vulnerabilities

us, com/bid/53192




,'-}P LOITATION

Concept of exploit
—Example of exploit
—Useful for ... !



o EXPLOITATIGE Soncept of exploit

An exploit is, in the field of information security, a
piece of code that allows an individual or
malicious software to exploit a security
vulnerability in an operating system or software,
either remotely (remote exploit) or on the
machine where this exploit is executed (local
exploit), in order to take control of a computer or
network, to enable privilege escalation of
software or a user, or to carry out an attack.



hlseful for ... !

Design of worms

Penetration testing

State intelligence services
Malicious individuals (cracker)
Many others too ...



/2026
PART 1\ JLUTIONS

* Monitoring
e Secure design



SOG'TIONS

* Conduct monitoring

—Keep informed of the latest vulnerabilities
oE.g. subscribing to mailing list www.cicert.ci
http://www.certa.ssi.gouv.fr/

* Design systems and architectures that limit
the impact of newly discovered vulnerabilities



The vulnerability \ gement lifecycle

Vulnerability management is an ongoing process that helps organizations proactively
address security weaknesses before they can be exploited. It includes the following
steps:

Asset Discovery & Inventory Management

Discovery: Scanning systems for vulnerabilities.

Prioritization: Using CVSS scores to rank risks.

Remediation: Patching, configuration changes, or workarounds.

Verification: Re-testing to confirm fixes.

Reporting: Documenting actions for compliance (e.g., GDPR, HIPAA).



" Asset Discovery & | ' ory Management

Why Asset Discovery is Critical

The Foundation: Accurate asset inventory enables effective
vulnerability management.

Common Challenges:

« Shadow IT and unauthorized devices

« Cloud instances spun up without tracking
« Mobile and remote devices

e Third-party connections

e Legacy systems



"~ Asset Discovery & |[@#ory Management

Objective:

|dentify all assets (hardware, software, networks, and data) in
the organization

Process:

« Use automated tools to discover assets

o Maintain an up-to-date IT asset inventory



Vulnerabilitif@ i@ ntification

Objective: Detect various vulnerabilities in the system, network, and

applications.

Methods:

o Automated analysis: Use vulnerability scanners (e.g., Nessus,
Qualys, OpenVAS) to identify known vulnerabilities.

o Manual testing: Perform penetration tests or code reviews for
further analysis.

o Threat intelligence: Stay informed of new vulnerabilities (e.g., CVE

database, vendor advisories).

Dacisld:z. A lic+d AL v iiilnAavaRiIlitiAl a7k -k AAFAILIA AfviArlh A cAv Ay A~ A~+-~ A



(""Risk assessm@ll Bhd prioritization

Objective: Assess the risk posed by each vulnerability and prioritize
remediation efforts.

Factors to consider:

o Severity: Use Common Vulnerability Scoring System (CVSS) scores to assess
severity.

o Exploitability: Is the vulnerability being actively exploited in real life?

o Asset Criticality: How important is the affected system or data to the
organization?

o Business Impact: What are the potential consequences of exploitation?



Objective: Patch or mitigate vulnerabilities to reduce risks.
Remediation Options:

o Remediation: Apply vendor-supplied security patches or updates.

o Configuration Changes: Modify system settings to reduce exposure.

« Compensating Controls: Implement temporary measures (e.g., firewalls,
intrusion detection systems) until a permanent patch is available.

o Decommissioning: Remove or replace outdated or unsupported systems.

Challenges: Balancing remediation with operational continuity and

resource constraints.



Objective: Confirm that vulnerabilities have been successfully
remediated.

Methods:

Re-analyze systems to ensure vulnerabilities are no longer present.
Validate that patches or configuration changes are applied correctly.

Result: Updated vulnerability status and proof of remediation.



Objective: To track and communicate the effectiveness of the
vulnerability management program.

Key Indicators:

o« Number of vulnerabilities identified, remediated, and outstanding.
o Time to detect and remediate vulnerabilities (MTTD, MTTR).

Risk reduction over time.

o Reporting: Share results with stakeholders, including IT teams,

management, and auditors.



TOP 5 com Wlnerabilities

Missing patches:

All an attacker needs is a missing patch on a
server that allows unauthenticated command

prompt access or another backdoor path in the
web environment.

— Solution

— Install the latest security patches for the operating
system and other installed applications.



TOP 5 com Wlnerabilities

Default or weak passwords:

many web applications, content management
systems, and even database servers are still
configured with weak or default passwords.

— Solution

Regularly change and test weak passwords and
consider using a password management tool.

Implement account lockout after a defined number of
unsuccessful login attempts.



TOP 5 com Wlnerabilities

Misconfigured firewall rulebases:

Searching in a rulebase of a firewall that has never
been audited will inevitably lead to serious
configuration weaknesses that allow unauthorised
access in the web environment. Sometimes, it’s
direct access, while other times, it’s indirect from
other segments of the network, including Wi-Fi —
or network segments that have been long
forgotten.



TOP 5 com rw.dnerabilities

Mobile devices:

Unencrypted phones, tablets, and laptops pose
the greatest risks to web security. Consider all the
VPN connections, cached passwords in web
browsers, and emails containing sensitive login
information that you have stored on mobile
devices. Using unsecured (and rogue) Wi-Fi via
mobile devices is the icing on the cake.



TOP 5 comrﬂwlnerabilities

USB Flash Drives:

USB drives are also one of the most common
ways to infect a network behind a firewall.



)

Today, your computer network has a high level
of security.

FBut what about tomorrow? Indeed, new
vulnerabilities are discovered every day.

PIHow can you be alerted as early as possible to
the presence of a vulnerability affecting your
equipment?

BIThis problem can be addressed through regular
vulnerability audits and the adoption of a
proactive approach.



Vulneragwty Audit

* Definition
The vulnerability audit allows for an

automated and comprehensive approach to
security testing.

* |t should assess the level of security and check
the impermeability of the network. In cases
where the results are unsatisfactory, the
vulnerability audit must lead to a remediation
process for the discovered vulnerabilities.




yie

* Vulnerability scanners can be used for legal or illegal
purposes:

— legal purposes: corporate cybersecurity experts use
vulnerability scanners to find flaws in their companies' IT
systems and communication systems to correct them
before hackers can exploit them;

— illegal purposes: hackers use the same tools to find
weaknesses in corporate systems to exploit them to their
advantage.



026

Why conduct WChnicaI audit?

 The technical audit informs your organisation of its potential
vulnerabilities to attacks and proposes solutions to remedy them.

e A technical audit will allow you to answer, among other questions:

Are our confidential data protected?

Is it possible to gain unauthorised access to our information
assets (website, corporate network, etc.)?

Is it possible to fraudulently order items on our e-Business site?

Can a customer fraudulently access another customer's
account?

Can our websites or networks be made unavailable?
Can a hacker take control of one of our assets?



The quality of Wnerablllty audit

The size and frequency of updates to the knowledge base.

The accuracy of vulnerability detection, particularly in relation
to the issues of false positives or false negatives.

The solution's ability to extract detailed and actionable
reports for technicians or IT management.

The solution's ability to adapt to the company, especially
concerning the challenges of centralising the management of
the solution and multi-site business issues.



Network vu!w'ability tools

MBSA

MBSA is a security vulnerability analysis tool that
informs you of the status of client computers and
servers. MBSA is compatible with Windows. It checks
for common configuration errors in the operating
system, Internet services (lIS), Microsoft SQL Server,
and desktop applications, and can verify missing
security updates for Windows, IIS services, SQL
Server, and Microsoft Exchange Server.



Network vu

[ Bienwenus
[[] Choisir I'ordinateur & analyser

[] Chuoisir les ordinateurs & anatyser

=
=

Voir aussi

[ Aide de Microsoft Baseline Security

Analyzer

[ A propos de Microsoft Baseline
Security Analyzer

[ Site Web Sécurté Microsoft

ability tools

Choisir lI'ordinateur a analyser

Spécifiez |'ordinateur que vous voulez analyser. Vous pouver entrer le nom de 'ordinateur ou son
adresse IP.

Mom de ['grdinateur : [COHOVINEYARDMCLIENTT =] (cst ordinateur)

Adresse IF : I I I I ;I

Nom du rapport de sécurité : |3';D‘x; — WO (LT

A=

“D% = domaine, %C% = ordinateur, L T% = date et heurs,
%LIP% = Adresse |P

Oiptions ¥ Rechercher les points de vulnérabilité de Windows
[+ Rechercherles mots de passe vulnérables
¥ Rechercherles points de vulnérabilité d’115
¥ Rechercher les points de vulnérabilits de SQL
[+ Rechercher les mises & jour de sécurite

¥ Utiliser un serveur SUS

|I'rl't|:u /fweb1.cohovinenyard .com ;I

En savoir plus sur les Options d'analyse

E__JJ Démarrer |'analyse

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. Tous droits réserveés.




Network vu!w'ability tools

GFI LANguard

GFI LANguard Network Security Scanner (N.S.S.) is a
solution that addresses the three pillars of vulnerability
management: security scanning, patch management, and
network inspection, with a single integrated console.

FIBy scanning the entire network, it identifies all possible
security issues and

Flusing its powerful detailed reporting functionality,

Blit gives you the tools you need to detect, assess, report,
and remediate all



Network vu
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Course Questions4

Q1: Why there are always vulnerabilities in computer
systems?

Q2: What is the role of CERT?

Q3: Who are the authors of vulnerabilities?

Q4: Name the methods of vulnerability discovery?
Q5: What is an exploit?

Q6: How can you be alerted as soon as possible to the
presence of a vulnerability affecting your equipment?

Q7: What characteristics should be considered when
choosing a good vulnerability audit?
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