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Objectives : (1) Understand the role of the commands ping and ipconfig. (2) Understand how
to test the connection status between two devices. (3) Use the simulation mode and
understand the encapsulation process.

Exercise #1 :

Step 1: Open Packet Tracer
1. Open Cisco Packet Tracer on your computer.
2. You will see a blank workspace where you can drag and drop devices.

Step 2: Add two computers
3. In the bottom-left corner of Packet Tracer, locate the ""End Devices' section.
4. Drag and drop two PCs (PC0 and PC1) onto the workspace.

a. Click on the ""End Devices™ icon.

b. Select ""PC" and drag it to the workspace.

c. Repeat to add a second PC.

d. You should obtain the following result
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Step 3: Connect the two computers
5. In the bottom-left corner, locate the **Connections' section.
6. Select the ""Copper Straight-Through™ cable (or ""Crossover Cable' if connecting two
PCs directly).
e Note: A crossover cable is typically used to connect two PCs directly.
7. Click on PCO, then click on PC1 to connect them.

e A link should appear between the two PCs, indicating they are connected.

Step 4: Display the IP addresses
8. Display the IP address of PCO using a command.
a. Click on PCO.
Go to the “Desktop” tab.
Click on “Command Prompt”.
In the Command prompt, type the following command and press Enter : ipconfig
Record the IP address of PCO.

IP address Of PCO .o e
f. Record the Subnet Mask.
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SUBNEL MaSK FOr PCO & e
g. Record the Link-local IPv6 address
Link local IPv6 address for PCO & ...t e

9. Display the IP address of PC1.
a. Do the same thing to PC1.
b. Record the IP address of PC1.
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Step 5: Explanation
10. Explain why the ipconfig does display the IP address during step 4 :
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Step 6: Dynamic IP address configuration

11. On PCQO, go to the ""Desktop™ tab, click on ""IP Configuration™, and set select DHCP IP
Configuration.

12. On PC1, do the same thing.

Step 7: Display the IP addresses
13. Run again step 4.

Step 8: Test the connectivity
14. Test the connection from PCO to PC1:
a. Click on PCO.
b. Select “Desktop” tab.
c. Click on “Command Prompt” icon.
d. Type and run the following command : ping PC1_IP_address

Reportthe result : ...
15. Do same thing to test the connection in the opposite direction (from PC1 to PCO).

Step 9: Static IP address configuration

16. On PCO, go to the "Desktop" tab, click on "IP Configuration”, and set a static IP address
(e.g., 192.168.1.10).

17. On PC1, set a static IP address (e.g., 192.168.1.20).

Step 10: Display the IP addresses.
18. Run again step 4.

Step 11: Display the IP addresses.
19. Run again step 8.

Step 12: Simulation mode
20. You can also test the connectivity using simulation mode.
|

(@Realtime (& Simulation)

simulation Mode (Shift+s) ]

a. Select simulation mode

Play Cantrols

(1] ]

Event List Filters - Visible Events
ACL Fitter, ARP, BGP, Bluetooth, CAPWAP, CDP,
DHCP, DHCPvE, DNS, DTF, EAPOL, EIGRF,

EIGRP¥G, FTF, H.323, HSRP, HSRPG, HTTR, HTTPS
ICMP, ICMPS, IPSec, ISAKMP, loT, loT TCP, LACP,
LLDP, Meraki, NDP, NETFLOW, NTF, OSPF, OSPFv,
PAGF, POP3, PP, PPPOED, PTR, RADIUS, REF:
RIF, RIPng, RTF, SCCP, SMTP, SNMP, SSH, TP,
SYSLOG, TACACS, TCP, TFTP, Tenet, UDP, USB,
VP

b. Start the simulation.
PDU Information.
c. WhatisaPDU ?

from the event list, you can visualize the
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d. From the event list, select the first event. The following window is displayed
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PDU Information at Device: PCO
OSI Modell  OQutbound PDU Details

At Device: PCO
Source: PCO

Destination: 255.255.255.255

In Layers
Layer7

Layer6
Layer5

Layerd
Layer3

Layer2

Layerl

Out Layers

Layer 7: DHCP Packet Server: 0.0.0.0,
Client: 0.0.0.0

Layere

Layer5

Layer 4: UDP Src Port: 68, Dst Port: 67
Layer 3: IP Header Src. IP: 0.0.0.0,
Dest. IP: 255.255.255.255

Layer 2: Ethernet 11 Header
00D0.FF66.74A6 >> FFFF.FFFF.FFFF

Layer 1: Port(s): FastEthernet0

1. The DHCP client constructs a Discover packet and sends it out

Challenge Me << Previous Layer = Next Layer >>

e. You can track the PDU and the encapsulation process by selecting the next layers.
f.  What are the protocols used at layer 7, 4, 3, 2?
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You can visualize the format of the PDU at every layer by selecting PDU details.

| PDU Information at Device: PCO

0SI Model _ Qutbound PDU Details
PDU Formats

Ethernetll ~
0 1 I I 4 1 I | 8 I 1 | I I 1 Bytes

PREAMBLE: 101010..10 ¢ & | DESTADDRFFFFFFFFFFFF

I

SRC ADDR:0001.97 | TYPE:Ox | DATA (VARIABLE L | FCS:0x00000000

62.1C78 0800 ENGTH)
P
O v v o4 v v 008 v v v v 0 0 a0 160 0 1 200 0 0 240 0 0 0 1 1 Bits
VER4 HL:S DSCP:0x00 TLT7

1D:0x0002 FLAGS:0x FRAG OFFSET:0x000
0
TTL128 PRO:0x11 CHKSUM
SRCIP:0.0.0.0
DSTIP:255.255.255.255
DATA (VARIABLE LENGTH)
UDP
O v v o v v M8y o Bits
SOURCE PORT:68 I DESTINATION PORT67 v

Discussion Questions:

What is the purpose of an IP address in a network?

What is a subnet mask ?

What does ipconfig command do ?

Why is the ping command used, and what does it indicate when it succeeds or fails?
What would happen if you used the wrong type of cable to connect the two PCs?
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